[image: image1.jpg]



MARCH 2008

Harrow LSCB e-safety strategy:

1.0 Introduction: 

Safeguarding children and young people on-line

1.1 The virtual world is a positive source of an increasingly diverse range of information for all, including children and young people. We aim to enable children and young people, and adults working with them to explore the virtual world in safety, in much the same way as we encourage them to stay safe in the terrestrial world. Safeguards in either environment are broadly similar and should be provided by confident, well informed responsible adults and informed and empowered young people.

1.2 Harrow LSCB will provide leadership on developing on-line safety awareness for the local child population, and this strategy aims to support constituent members commitment to e-safety. There are several strands to consider when making appropriate plans to safeguarding Harrow’s children and young people on-line:

· Inappropriate use of on-line technology by adults in order to gain access to children, groom them, meet them and abuse them.

· The online child abuse industry, where children and young people are abused, sometimes to order, to produce images for global consumption.

· Bullying through IM messaging, on line social networks and text messaging.

· Access to unsuitable on-line materials by adult staff in all agencies.

· Access to unsuitable on-line materials by children, either through deliberate searching or accidental finding.

2.0 Inappropriate use of on-line technology by adults in order to gain access to children, groom them, meet them and abuse them.

2.1 Research shows a growing tendency for children and young people to provide their personal details to people they have met on line and to meeting with them. (Ref) This is accompanied by common assumptions that on-line communications are unreal, distant and somehow safe.

2.2 The pace of technological change suggests a need to ensure enduring and consistent preventative and education models for children and young people and their parents as the most appropriate means to enable children to stay safe on-line. 

2.3 The following key elements will help to alter this perspective and halt the growing trend:

Awareness raising for

· Parents

· Children and young people

· Professionals and volunteers working with them

· LSCB members.

2.4 Harrow LSCB will adopt the theme of e-safety for the financial year April 2008-Apriil 2009 and will hold a conference for members and professionals on this in the autumn of 2008.

2.5 Harrow LSCB will provide advice and support to constituent agencies to enable them to use appropriate mechanisms to raise awareness among parents, children and young people and will encourage the uptake of training from agencies with the skills to do so.

2.6 Schools in Harrow already ensure that on-line safety is an important part of the IT curriculum, and use nationally available materials, such as BECTA and CEOP to develop a consistent program of learning throughout the child’s school career. 

2.7 Constituent members of the LSCB should ensure that all staff are made aware of on-line safety.

2.8 The LSCB’s will incorporate e-safety into all safeguarding training, both in-house and multi-agency.

2.9 Primary schools have developed the Miss Dorothy.com program, which will raise awareness about staying safe, including e-safe, directly with children and young people of primary school age. We aim to provide this input to a generation of young people. Children receiving the program have responded positively.  The Miss Dorothy.com steering group will develop long-term evaluation.

2.10 Special seminars on e-safety will be provided by the LSCB subject to further consultation and resources available.

2.11 The LSCB’ anti-bullying steering group will provide 2 awareness raising events each year; one during anti-bullying week in November and one during the Harrow Council Under One Sky event, usually held in July each year. Constituent agencies will be invited to take part and contribute to the event in whatever way they can.

2.12 During these events, and all year round, LSCB members should ensure that their constituency is familiar with the need for on-line safety and ensure all LSCB information is appropriately disseminated to the front line and that all managers are familiar with their role in implementation.

2.13 All agencies must ensure that their ICT strategies incorporate safeguards and they include acceptable user policies and their assessment of Internet Services providers meets with the standards set by IWF and CEOP and CHILDNET.

2.14 Offers of support and awareness should target bullies, victims, parents and professionals and be available in plain language for all.

2.15 Raising awareness may give rise to increasing numbers of children and young people disclosing experience of harm. Adults working with them will attend the LSCB multi-agency training to ensure they are prepared to manage disclosures in the same way as they would handle any disclosure of harm.

3.0 The online child abuse industry, where children and young people are abused, sometimes to order, to produce images for a global market.

3.1 The global investigating agency, the Virtual Global Task (VGT) force is made up of a range of investigating agencies worldwide and seeks to work together across the globe in order to investigate all criminal acts on line. These investigations can be very large scale and can sometimes involve covert work.  CEOP conducts such investigations in the UK and abroad by working in collaboration with the VGT. This involves working to locate children and young people who are being abused on line in order to protect them from further harm, identifying their abusers, and prosecute them.  Local investigation agencies in Harrow will respond to referrals by these agencies using the London Procedures and will work in collaboration with CEOP with an understanding that local investigations may be part of a much wider scale organized crime. The Police and social care have statutory duties in this regard and will naturally prioritize the welfare of the children involved and within a possible global context.

3.2 Most images of abuse are actual recordings of abuse and are forensic evidence.

It is also important for investigating agencies to be aware of the possibility of the use of digital materials as part of the abuse of children and young people in all referrals and to consider carefully the appropriateness of video interviewing and forensic medical examinations if such instruments were used as part of the abuse. For example, if there is already forensic evidence available in the form of clear images, it may not be necessary to subject the child to further examination and/or video interviewing. LSCB guidance (2005) will be revised to reflect recent national and local experience.
Disclosures:

3.4 Referrals by CEOP:

3.5 The imaging discovered by CEOP investigators can be of sufficient quality to warrant immediate investigation by local police and social care agencies, upon receipt of a referral from CEOP.

3.6 CEOP will make telephone referrals, backed up in writing, and using an agreed template and outlining the facts of the case. Copies of all such referrals will be sent to the chair of the Local Safeguarding Children Board, the social care duty team and the local CAIT, to ensure appropriate follow-up response, monitoring and support.

4.0 Bullying through IM messaging, on line social networks and text messaging, (including happy slapping)

4.1 E-bullying should not be seen as separate from or any less damaging than off-line and physical bullying. It is a means to communicate hostility and aggression in exactly the same way as face-to-face bullying. In some ways, it can be more difficult for the victim to manage if the abuser is unseen or unidentifiable.

4.2 Bullying is illegal, and all environments should promote awareness that bullying, including on-line bullying is not tolerated.

4.3   The LSCB’s anti-bullying group will adopt the theme of e-bullying and e-safety for the year 2008-2009 and will develop and disseminate messages from the LSCB to the professional community, parents and children.

4.4 Children and young people should be aware of what bullying is and what can be done about it and that they can report aggressive e-communications to the police. Children should be encouraged to retain messages and report to a responsible adult who should apply the organizations anti-bullying policy and advise the child and/or parents on appropriate actions. 

4.5 All adults working with children should take appropriate and responsible action when a child discloses bullying, including e bullying. This will involve:

· Talking it through with the child

· Discussing with parents

· Referring to the agency’s anti-bullying policy and taking appropriate action

· Discussing with all involved the fact that bullying and e bullying are illegal and should be reported to the police.

4.6 Children and young people who perpetrate bullying should be similarly aware of these procedures and they should be supported to change their behavior in the same way as off-line bullies.

4.8 LSCB’s will provide consistent messaging on this to support constituent agencies in disseminating key important to children and adults working with them.

5.0 Access to unsuitable on-line materials by adult staff in all agencies.

5.1 Constituent members of the LSCB’s should ensure that their ICT strategies include clear guidelines to all staff on appropriate use of the Internet and other digital materials in the workplace. Agencies’ guidelines will currently prohibit staff from accessing websites that are pornographic and/or display images and language, which causes offence in terms of race, sexual orientation, religion, ability and ethnicity. This will include images of children. 

5.2 Guidelines for staff should include what to do if they accidentally visit an unsuitable website, or if they wish to refer another staff member. Any staff member deliberately accessing unsuitable sites in the workplace should be subjected to a risk assessment to ensure they do not, and have not accessed any abuse images of children either in the workplace or elsewhere. They will be referred to appropriate agencies if a risk is found, and this is particularly important to staff who are parents or who are in a position of trust in caring for children in and out of the workplace. These actions are in addition to internal disciplinary measures taken by the agency. 

5.3 The senior child protection co-coordinator, the senior education welfare officer should be contacted to advise on appropriate responses to these concerns and each agency will have a designated officer for staff allegations to advise.

.

5.4 All agencies should ensure that every staff member is aware of these requirements.

6.0 Access to unsuitable on-line materials by children, either through deliberate searching or accidental finding.

6.1 LSCB members must ensure they put sufficient safeguards in place to ensure safe use of on-line technology in locations where services are provided. 

6.2 Children and young people are curious and as they get older will have a natural sexual curiosity, which they feel they can explore safely and in private on-line. They can stumble across images and sites they find uncomfortable or abusive. 

6.3 Children and young people should be aware of what to do if they find such sites, how and to whom they should refer and what will happen as a result of their referral.  Internet agencies accepting referrals from children and young people need to be aware of the possibilities of child on child abuse and refer to statutory agencies as appropriate.

6.4 All agencies need to be aware that children and young people’s guilt and shame at accessing sites can be exploited, and can further make them vulnerable to those seeking to abuse them through on-line contact.  Gay and Lesbian young people and those unsure of their sexual orientation, may be particularly vulnerable. Agencies should seek to establish if there are any other child victims involved, and to safeguard the child or young person referred or disclosing. The welfare of all child victims is the paramount concern. 

6.5All agencies should ensure links to the CEOP website are made easy for children, young people and adults and that they know the can refer directly to CEOP.

6.6 Summary:

· The ten key points of this strategy to keep children safe on line are:

· The theme of Harrow LSCB for 2008-2009 will be e-safety and will headline the next LSCB conference in the autumn of 2008.

· The LSCB will provide two public awareness campaigns per year on the dangers on safe use of the internet and on e-bullying

· Members will refer to IWF, CEOP BECTA and CHILDNET  websites for information and advice on internal strategies.

· Agencies will refer to the e-safety anti-bullying group to keep the LSCB informed of activities and ensure they are consistent will LSCB actions and this strategy.

· Constituent agencies will ensure their ICT strategies include safeguards and that they have safe AUP’S and ISP’s.

· All LSCB training will include a component specifically related to e-safety.

· All constituent agencies will disseminate LSCB information for parents, children and professionals and will provide local training where possible.

· Investigating agencies will respond to child protection concerns referred to them by CEOP using the London Procedures.

· Miss Dorothy.com will run until June 2010 and will be evaluated with a view to developing a continuing program, education successive generations of children and young people.

· Constituent agencies will report annually to the LSCB on their e-safety activities in April of each year.
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